Wi-Fi bridge Connection and Setting

Application to Operation Manual DEL-150E/DEL-150V
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1. DESCRIPTION AND WORK

To organize a communication channel between two points that are remote from each other, but are in direct line of sight,
the optimal solution is to create a radio bridge between them. The best solution would be to use equipment that has directional
antennas. One of the options for implementing this solution is to use a Wi-Fi bridge. It is advisable to carry out the setup and
testing stage of the equipment on the table: this will allow you to check the channel’s performance before installation. To create
a bridge, you will need two devices, the first of which acts as an access point (hereinafter referred to as the “Wi-Fi bridge”
Master), the second to a transceiver station (hereinafter referred to as the Wi-Fi bridge “Slave”).

2. Wi-Fi BRIDGE SETTING AS «MASTER»

2.1  Connect the device as shown in figure 1.
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Figure 1 - Wi-Fi bridge connection ("Master") to PC

2.2 At PC network settings (puc.2) IP-ampec 192.168.1.222 is chosen (it can be any range from 1-19 and 23-254)
and network mask 255.255.255.0. Gateway and DNS may not be pointed.
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Figure 2 — PC network settings

Connect LAN-port power unit of Wi-Fi bridge ("Master") and set network map of your PC by a usual network
cable (Ethernet).

In the address bar of any of the modern browsers of your PC, enter the address 192.168.1.20 (the default IP
address of the antenna). If everything is connected correctly, we see the following picture:



User Name:

Password:

Country: Select Your Country

(ELGIEL O English

This Ubiquiti Networks, Inc. radio device must be professionally installed. Properly installed
shielded Ethernet cable and earth grounding must be used as conditions of product warranty.
It is the installer's responsibility to follow local country regulations including operation within
legal frequency channels, output power, and Dynamic Frequency Selection (DFS)
requir You are responsible for keeping the unit working according to these rules.

You must also read and agree to the terms of the UBIQUITI FIRMWARE LICENSE AGREEMENT
in the link below before you can download or install or use the Ubiquiti airOS™ Firmware.

UBIQUM FIRMWARE LICENSE AGREEMENT

["] 1agree to these TERMS OF USE and the UBIQUITI FIRMWARE LICENSE AGREEMENT

2.5 As the username and password, enter the word ubnt, in the third field, select the country of use. This choice
determines the maximum allowable transmitter power, as different countries have different restrictions. In the
fourth field, select the language. The default is English. Unfortunately, there is no Russian. Do not forget to
confirm with the checkmark our agreement with the terms and conditions of the license, click the Login button
and go to one of the AirOS pages.

2.6 Go to the Network tab of the AirOS interface.
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Bl Network Role

Network Hode:
Disable Network

[ Configuration Mode

Configuration Mode:

& Management Network Settings

Management IP Address: (O) DHCP (@) Static iPv6: [] Enable
s
secondaryDNSP[ ]

Management VLAN: [] Enable
Auto IP Aliasing: Enable
sTP. [] Enable

Change
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2.7 In the section:
* Network Mode, select the bridge mode - Bridge.



* Select Disable Network - None.
» Management Network Settings specify the network settings for Wi-Fi bridge ("Master"). Two options are
possible: a) (DHCP mode) or Wi-Fi bridge ("Master") receives the IP from the DHCP server: in this case,
you only need to specify the backup IP and mask so that Wi-Fi bridge ("Master") is available if IP is not
received via DHCP; the rest of the device will receive from DHCP server; b) a static IP (Static mode) address
at which Wi-Fi bridge ("Master") is always available at the same address and the operation of DHCP servers
does not affect it at all. In our case, select the Static mode.
* Change the IP address, mask and gateway of Wi-Fi bridge ("Master"):
IP Address 192.168.7.80

Netmask (macka) 255.255.255.0

Gateway IP (uwrro3) 192.168.7.10
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& Network Role

Network Mode: | Bridge v
Disable Network: | None v

& Configuration Mode

Configuration Mode: | Simple v
[E Management Network Settings

Management IP Address DHCP @ Static_ __ IPv6 Enable
1P Address|[192.168.7.80|
Netmask;j|255.255.255.0 |
Gateway |p| 192.168.7.10
—

Primary DNS IP,
Secondary DNS IP:
MTU: |1500
Management VLAN Enable

Auto IP Aliasing: ¢/ Enable

STP: Enable

| Change
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2.8 After changing the settings, click the Change button.

When the window for changing the password for entering the Web-interface of Wi-Fi bridge
("Master") appears, enter the values as in the picture below:

Change Password =
Defsul Password must be ¢ hanged 1o apply' ¢ snfiguration changes!
Current RPassword ubnt
MNew Password: ubnt-pla

Verity Mew Passwore: | ubnt-pla

Cancel | Change

2.9 Press the Change button (in the lower right corner.) After saving, the password for entering the antenna
WEB interface: ubnt-pla. Open «Wireless».



Nanootation OCO <

WIRELESS

Basic Wireless Settings

Wireless Mode: | Access Point
WDS (Transparent Bridge Mode) Enable
SSID: [master-o* [] Hide ssiD
Country Code: | United States
IEEE 80211 Mode: | B/G/N mixed
Channel Width:[?] | 40 MHz
Frequency, MHz: | auto
Extension Channel: None
Frequency List, MHz ] Enable
Calculate EIRP Limit Enable
Antenna: | Built in (2x2) - 8 dBI
Output Power 23 | dBm
Data Rate Module: | Defauit

Max TX Rate, Mbps: | MCS 15 - 270/300 - Auto
Wireless Security

Security: | WPA2-AES
WPA Authentication: | PSK v
WPA Preshared Key: (ubnt-pla [~ show
MAC ACL: [T] Enable

Change
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*XXX-device serial number

2.10 In the “Basic Wireless Settings” section, the basic wireless network settings are defined:
» Wireless Mode (wireless mode) set as Access Point, after which the content of the window changes
slightly.
* WDS (Transparent Bridge Mode) - organization of a virtual channel. INCLUDE MANDATORY !l
« SSID - the name of your Wi-Fi network in which the radio bridge will work, in our case "master-XxXX",
where XXX is the serial number of the device.
» Wireless Security indicates security settings. By default, encryption is disabled. Leaving the network open
is not recommended. Security - choose an encryption algorithm. As a more modern and crypto-resistant, we
choose WPA2-AES. WPA Autentification authorization type is PSK. WPA Preshared Key - a key
(password) for connecting to a Wi-Fi network. Before entering the password, put a “tick” Show - in this
case, instead of asterisks, the entered characters will be displayed in the password field. In our case, the
password is ubnt-pla.
« Save the settings, button Change.
e

2.11 Go to this sign of AirOS interface

e airMAX —tick «mark»

2.12 Save the settings, the Change button, then Apply, reboot the device, disconnect it from the computer
network (cable from the PC, see Fig. 1) and put it next to the second device and go to Wi-Fi bridge setup
("Slave").



Configuration contains changes. Apply these changes? | Test § Apply J Discard |

3
3

airMAX Settings: airView
airMAX: [?]|¥ Enable | | airView Port: [?] 18883
Long Range PtP Link Mode: [?] [ Launch airView [?]
airSelect
airSelect: [? Enable
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3 Wi-Fi BRIDGE SETTING AS «SLAVE»

3.6 Carry out steps 2.1-2.6.
3.7 Specify an IP different from the IP of the first device, but located on the same subnet 192.168.7.81-192.168.7.89. The
rest of the settings are performed as in the picture below.

=] Network Role

Network Mede: | Bridge r

Disable Network: | Mone v

[=] Configuration Mode

Configuration Mode: | Simple v

[E Management Metwork Settings

Management |P Address: DHCP (@ Static IPVE: Enable
IP Address:
MNetmask: |255.255.255.0
Gateway IP: [192.168.7.10
Primary DNS IP:
Secondary DNS IP:
MTU: [1500
Management VLAM: Enable
Auto IP Aliasing: (#| Enable

STR: Enable

Change
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3.6 Save settings, Change button
3.7 Go to the “Wireless” tab.

* Set Wireless Mode as Station. Make sure that LAN interface of Wi-Fi bridge power supply ("Master") is not connected to your
PC.



« SSID — the name

of your Wi-Fi network in which the radio bridge will work, in our case “slave-1”.

Basic Wireless Settings

Configuration contains changes. Apply these changes? Test || Apply Discard

Wireless Mode:
WDS (Transparent Bridge Mode):

5510

Lock to AP:

Country Code:

EEE 502.11 Mods:
Channel Width:[?]
Frequency Scan List, MHz:
Calculate EIRP Limit:
Antenna Gain:
Output Power:

Data Rate Module:
Max T Rate, Mbps:

Wireless Security

Station v

+| Enable

slave-1 Select..
United States Change...
B/G/M mixed

Auto 20/40 MHz v

Enable
+ Enable
3 dBi
e ) (23 dBm

Default v

MCS 15 - 130144 4 [2TC ¥ | |« Auto

Security:
WPA Authentication:

WPA Preshared Key:

WPA2-AES v
PSK v
ubnt-pla | Show
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Click the Select button next to SSID field. Wait for a few seconds and in the list of Wi-Fi networks

[ ]
that opens, find our network (in our case, “master-636"). Mark our network by clicking on the switch
in the left column, and then press the “Lock to AP” button below, thereby “tying” our station to the
access point.
Scanned Frequencies

2.412GHz2 2 414GHz 2 41TGHz 2 419GHzZ 2 422GHz 2 424GHz 2 42TGHz 2 420GHZ 2 432GHz 2 424GHz 2 43TGHz 2 4309GHE 2 442GHz 2 444GHz
2 44TGHZ 2 449GHZ 2 452GHZ 2 454GHZ 2 457 GHE 2 459GHZ 2 462GHZ 2 464GHZ

MAC Address SSID Device Hame Radio Mode  Encryplion :iogl::_' LBm 2;&:”“:1&;:“‘ GHz/
76:A%3:51:38:A4:0C PLA-VIDEO-229-INT 802.11n WPA -26 ( -96 241211

m 78.8A20.E0-EADE master-636 NanoStation Lo 802 11n airfAX WPaZ -23 [ -06 2462/ 1
06 90ES 250477 resery 802 11g WEP 39/ -93 242213

Selectable SSID's must be visikke and have compatible channel bandwidth and security settings.

Lock to AP Sedect Scan

3.6 Bare in mind that at Lock to AP field MAC-address of Wi-Fi bridge appeared ("Master-636"). Enter the
encryption key attentively (in our case, ubnt-pla). Save the settings, button Change.
3.7 At Main observe the connection between our devices.



Status

Device Model: NanoStation Loco M2 AP MAC: 6872:51:4A:29:20
Device Name: NanoStation Loco M2 Signal Strength: -47 dBm
Metwork Mode: Bridge Horizontal / Verdical: -49/-48 dBm
Wirgless Mode:  Station WDS Moise Floor: -96 dBm
S5I0; ubnt Transmit GGG 94.4 %
Security: WPAZ2-AES TX/RX Rate: 240 Mbps / 240 Mbps

Version: v5.6.2 (XM}
Uptime: 00:29:36
Date:  2015-07-16 12:30:28

airlax -

Channel/Frequency: 10/ 2457 MHz
Channel Width: 40 MHz (Lower)
Frequency Band: 2427 - 2467 MHz
Distance: 0.1 miles (0.2 km)
TX/RX Chains: 2X2
TX Power. 12 dBm

WLAND MAC:  68:72:51:4A:28:80
LAMO MAC: §8:72:51:4B:28:80
LAMD:  100Mbps-Full

Monitor

Throughput | AP Information | Interfaces | ARP Table | Bridge Table | Routes | Log
WILAND LAND

35
3 | Bl RX: 2.10kbps E0 N (Ml Rx: 8.96kbps
-\?:Q.Mkh-ps '5'0 B T 18.6kbps

[T

s w
1 20 -

3.8 In the upper right corner in the list of Wi-Fi bridges ("Slave"), select Ping and in the Select Destination IP
list of the window that opens, specify the IP address of the second device, click Start and make sure the

connection is stable.

3.9 Passto sign “=  AirOS interface. Select airMax Priority/High in the settings.

Nanootatior

airMAX i airView

airMAX Priority: [7] airview Port: [7] (18888

{2 Launch airView [?]

Change
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3.10 Save settings, button Change, then Apply
3.11 After confirming the operability of the bridge, the configuration stage can be considered completed.
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4 Wi-Fi BRIDGE CONNECTION TO DEL-150E/DEL-150V SYSTEMS

4.6 Wi-Fi bridge connection to DEL-150E
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4.7 Wi-Fi bridge connection to DEL-150V system
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